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Abstract. Face recognition is increasingly deployed as a means to unobtrusively verify the identity of people. The widespread use of biometrics
raises important privacy concerns, in particular if the biometric matching process is performed at a central or untrusted server, and calls for
the implementation of Privacy-Enhancing Technologies. In this paper
we propose for the ﬁrst time a strongly privacy-enhanced face recognition system, which allows to eﬃciently hide both the biometrics and the
result from the server that performs the matching operation, by using
techniques from secure multiparty computation. We consider a scenario
where one party provides a face image, while another party has access
to a database of facial templates. Our protocol allows to jointly run the
standard Eigenfaces recognition algorithm in such a way that the ﬁrst
party cannot learn from the execution of the protocol more than basic parameters of the database, while the second party does not learn
the input image or the result of the recognition process. At the core of
our protocol lies an eﬃcient protocol for securely comparing two Paillerencrypted numbers. We show through extensive experiments that the
system can be run eﬃciently on conventional hardware.

1

Introduction

Biometric techniques have advanced over the past years to a reliable means of
authentication, which are increasingly deployed in various application domains.
In particular, face recognition has been a focus of the research community due to
its unobtrusiveness and ease of use: no special sensors are necessary and readily
available images of good quality can be used for biometric authentication. The
development of new biometric face-recognition systems was mainly driven by
two application scenarios:
– To reduce the risk of counterfeiting, modern electronic passports and identiﬁcation cards contain a chip that stores information about the owner, as
well as biometric data in the form of a ﬁngerprint and a photo. While this
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biometric data is not widely used at the moment, it is anticipated that the
digitized photo will allow to automatize identity checks at border crossings or
even perform cross-matching against lists of terrorism suspects (for a recent
Interpol initiative to use face recognition to mass-screen passengers see [5]).
– The increasing deployment of surveillance cameras in public places (e.g. [18]
estimates that 4.2 million surveillance cameras monitor the public in the
UK) sparked interest in the use of face recognition technologies to automatically match faces of people shown on surveillance images against a database
of known suspects. Despite massive technical problems that render this application currently infeasible, automatic biometric face recognition systems
are still high on the agenda of policy makers [25,19].
The ubiquitous use of face biometrics raises important privacy concerns; particularly problematic are scenarios where a face image is automatically matched
against a database without the explicit consent of a person (for example in the
above-mentioned surveillance scenario), as this allows to trace people against
their will. The widespread use of biometrics calls for a careful policy, specifying
to which party biometric data is revealed, in particular if biometric matching is
performed at a central server or in partly untrusted environments.
In this paper we propose for the ﬁrst time strong cryptographic PrivacyEnhancing Technologies for biometric face recognition; the techniques allow to
hide the biometric data as well as the authentication result from the server that
performs the matching. The proposed scheme can thus assure the privacy of
individuals in scenarios where face recognition is beneﬁcial for society but too
privacy intrusive.
In particular, we provide a solution to the following two-party problem. Alice and Bob want to privately execute a standard biometric face recognition
algorithm. Alice owns a face image, whereas Bob owns a database containing
a collection of face images (or corresponding feature vectors) from individuals.
Alice and Bob want to jointly run a face recognition algorithm in order to determine whether the picture owned by Alice shows a person whose biometric data
is in Bob’s database. While Bob accepts that Alice might learn basic parameters
of the face recognition system (including the size of the database), he considers the content of his database as private data that he is not willing to reveal.
In contrast, Alice trusts Bob to execute the algorithm correctly, but is neither
willing to share the image nor the detection result with Bob. After termination,
Alice will only learn if a match occurred; alternatively, an ID of the identiﬁed
person may be returned.
In a real world scenario Bob might be a police organization, whereas Alice
could be some private organization running an airport or a train station. While
it may be common interest to use face recognition to identify certain people, it
is generally considered too privacy intrusive to use Bob’s central server directly
for identiﬁcation, as this allows him to create proﬁles of travelers. Thus, the
two parties may decide for a privacy-friendly version where the detection result
is not available to the central party. As the reputation of both parties is high and
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because both parties are interested in computing a correct result, it is reasonable
to assume that they will behave in a semi-honest manner.
We provide a complete implementation of the above-mentioned two-party
problem using the standard Eigenface [34] recognition system, working on encrypted images. At the heart of our privacy-enhanced face recognition system lies
a highly optimized cryptographic protocol for comparing two Pailler-encrypted
values. The system is very eﬃcient and allows matching of an encrypted face
image of size 92 × 112 pixels against a database of 320 facial templates in approximately 40 seconds on a conventional workstation. This is achieved despite
the huge computational complexity of the underlying cryptographic primitives.
Using pre-computations for intermediate values which do not depend on the input image, recognition only takes 18 seconds. While there is a small constant
overhead when performing a face-recognition, the time to perform the recognition is linear in the size of the database. For a large database containing M
facial templates, time for one recognition increases only slowly and requieres approximately 0.054M seconds for the conventional approach and 0.031M seconds
when using pre-computations.

2

Cryptographic Tools

As a central cryptographic tool, we use two semantically secure additively homomorphic public-key encryption schemes, namely the Paillier and the DGK
cryptosystem. In an additively homomorphic cryptosystem, given encryptions
[a] and [b], an encryption [a + b] can be computed by [a + b] = [a][b], where
all operations are performed in the algebra of the message or ciphertext space.
Furthermore, messages can be multiplied with constants under encryption, i.e.,
given an encrypted message [a] and a constant b in the clear, it is possible to
compute [ab] by [ab] = [a]b .
Paillier cryptosystem. Introduced by Paillier in [29], its security is based on
the decisional composite residuosity problem. Let n = pq of size k, with p, q prime
numbers and k from the range 1000-2048. Also let g = n + 1 [10]. To encrypt
a message m ∈ Zn , the user selects a random value r ∈ Zn and computes the
ciphertext c = g m rn mod n2 . Note that due to our choice of g, encryption requires only one modular exponentiation and two modular multiplications, as c =
(mn + 1)rn mod n2 . We will write the encryption of a message m in the Paillier
cryptosystem as [m]. Since all encryptions in the proposed protocol will be computed using one ﬁxed public key, we do not specify the key explicitly. It is easy
to see that Paillier is additively homomorphic and that for an encryption [m] we
can compute a new probabilistic encryption of m without knowing the private key
(this will be referred to as re-randomization). We refer the reader to [29] for a description of the decryption operation and further details on the cryptosystem.
Damgård, Geisler and Krøigaard cryptosystem (DGK). For eﬃciency reasons we use at a key point in our protocol another homomorphic cryptosystem,
which was proposed by Damgård, Geisler and Krøigaard [8,9]. As in Paillier,
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let n = pq be a k-bit integer (with k chosen from the range 1000-2048), with
p, q primes. The ciphertext c corresponding to a message m ∈ Zu is computed
as c = g m hr mod n, where u is a prime number and r is a randomly chosen
integer. In practice (and more importantly in our application) u is from a very
small range, say 8-bit values, which results in a very small plaintext space Zu .
Similarly to Paillier, DGK is also additively homomorphic and it is possible to
re-randomize existing ciphertexts. Compared to Paillier, the scheme has substantially smaller ciphertexts and the smaller plaintext space results in a large
performance gain. To note the diﬀerence between Paillier and DGK ciphertexts
we will denote the encryption of m in the DGK cryptosystem as [[m]].

3

Face Recognition

In 1991, Matthew Turk and Alex Pentland proposed an eﬃcient approach to
identify human faces [34,35]. This approach transforms face images into characteristic feature vectors of a low-dimensional vector space (the face space), whose
basis is composed of eigenfaces. The eigenfaces are determined through Principal
Component Analysis (PCA) from a set of training images; every face image is
succinctly represented as a vector in the face space by projecting the face image onto the subspace spanned by the eigenfaces. Recognition of a face is done
by ﬁrst projecting the face image to the face space and subsequently locating
the closest feature vector. A more detailed description of the enrollment and
recognition processes is given below.
During enrollment, a set of M training images Θ1 , Θ2 , . . . , ΘM , which can
be represented as vectors of length N , is used to determine the optimal lowdimensional face space, in which face images will be represented as points.
To
1 M
Θ
do this, the average of the training images is ﬁrst computed as Ψ = M
i=1 i .
Then, this average is subtracted from each face vector to form diﬀerence vectors
− Ψ . Next, PCA is applied to the covariance matrix of these vectors
Φi = Θi 
M
1
1
T
T
C = M
to obtain orthonormal eigenvectors and correi=1 Φi Φi = M AA
sponding eigenvalues where A is the matrix where each column corresponds to
the image Θi for i = 1 to M . (As the size of C makes it computationally infeasible to directly run PCA, the eigenvectors are usually obtained by applying PCA
to the much smaller matrix AT A and appropriate post-processing). At most
M of the eigenvalues will be nonzero. To determine the face space, we select
K  M eigenvectors u1 , . . . , uK that correspond to the K largest eigenvalues.
Subsequently, images Θ1 , Θ2 , . . . , ΘM showing faces to be recognized (not necessarily the training images) are projected onto the subspace spanned by the basis
u1 , . . . , uK to obtain their feature vector representation Ω1 , . . . , ΩM .
During recognition, a new face image Γ is projected onto the face space by
calculating weights ω̄i = uTi (Γ − Ψ ) for i = 1, . . . , K. These weights form a
feature vector Ω̄ = (ω̄1 , ω̄2 , . . . , ω̄K )T that represents the new image in the face
space. Subsequently, the distances between the obtained vector Ω̄ and all feature
vectors Ω1 , . . . , ΩM present in the database are computed,
Di = (Ω̄ − Ωi ).

Privacy-Preserving Face Recognition

239

A match is reported if the smallest distance Dmin = min {D1 , . . . , DM } is smaller
than a given threshold value T . Note that this basic recognition algorithm can
be augmented with additional checks that reduce the number of false positives
and negatives during recognition; for the sake of simplicity, we stick to the basic
eigenface recognition algorithm presented above.

4

Privacy-Preserving Eigenfaces

In this section, we present a privacy preserving realization of the Eigenface recognition algorithm which operates on encrypted images. We work in the two-party
setting in the semi-honest attacker model. Informally, this assumes that the
parties involved in the protocol follow it properly but keep a log of all the messages that have been exchanged (including their own) and try to learn as much
information as possible from them. Alice’s privacy is ensured against a computationally bounded attacker, while Bob’s is unconditional—even a computationally unbounded Alice cannot compromise it. It is also assumed that the parties
communicate over an authenticated channel (this can be achieved by standard
mechanisms and is thus outside the scope of this paper).
4.1

Setup and Key Generation

Two parties Alice and Bob jointly run the recognition algorithm. We assume
that Bob has already set up the face recognition system by running the enrollment process (in the clear) on all available training images to obtain the basis
u1 , . . . , uK of the face space and feature vectors Ω1 , . . . , ΩM of faces to be recognized. Furthermore, we assume that all coordinates of the eigenfaces and feature
vectors are represented as integers; this can always be achieved by appropriate
quantization: non-integer values are ﬁrst scaled by a ﬁxed scale factor S and
rounded to the nearest integer. This is necessary, as all values need to be integers in order to encrypt them with Paillier and process them using homomorphic
operations. The eﬀects of this quantization step on the detection reliability are
experimentally analyzed in Section 6. Each feature vector in the database is further accompanied by a string Id i that contains the identity of the person the
feature vector belongs to; we assume that the identity is encoded as a non-zero
element of the message space of the chosen encryption scheme.
During the interactive recognition protocol, Alice provides an encrypted face
image [Γ ] as input. At the end of the protocol, Alice learns whether the face shown
on her image matches one of the feature vectors Ω1 , . . . , ΩM owned by Bob: Depending on the application, Alice either receives the identity Id i of the best matching feature vector or only a binary answer (i.e. whether there was a match or not).
Apart from this answer (and the number M ), Bob keeps the database content secret. Bob learns nothing from the interaction, i.e. neither the face image Γ , nor
its representation in the face space, nor the result of the matching process.
Note that the vectors ui are directly computed from the set of training images; thus, they do carry information on the faces stored in Bob’s database.
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Even though it is hard to quantify the exact amount of data leakage through
the knowledge of the basis u1 , . . . , uK , our solution will treat it as sensitive data
that will not be disclosed to Alice. In an alternative implementation, the basis u1 , . . . , uK can be derived from a suﬃciently large public face database so
that they do not carry personal information; the proposed system can easily be
changed to take advantage of public basis vectors, see Section 6 for details. Since
Alice is the only party who receives an output, we can construct the protocol
using any standard homomorphic public-key encryption algorithm; as stated in
Section 2 we choose Paillier encryption for the implementation. In particular,
we do not need a threshold homomorphic scheme, as it is widely employed in
the construction of secure multiparty protocols. Before the interaction starts,
Alice generates a pair of public and private keys and sends her public key to
Bob over an authenticated channel. In the ﬁrst step of the protocol, Alice encrypts all pixels of the image Γ separately with her public key and sends the
result to Bob, who is unable to decrypt them. However, Bob can use the homomorphic property of the cipher to perform linear operations on the ciphertexts;
for some operations (such as computing distances between vectors or ﬁnding a
minumum), he will require assistance from Alice in the form of an interactive
protocol. At the end of the protocol, Alice receives back an encryption containing
the result of the biometric matching operation, which only Alice can decrypt. Appendix A gives a sketch of the security of our system in the semi-honest attacker
model.
4.2

Private Recognition Algorithm

To match a face image against feature vectors in a database, three steps need
to be performed. First, the image needs to be projected onto the face space in
order to obtain its corresponding feature vector representation. Subsequently,
distances between the obtained vector and all feature vectors in Bob’s database
need to be computed. Finally, the one with minimum distance is selected; if
this distance is smaller than a threshold, a match is reported. In the following,
we show how these three steps can be realized in a privacy preserving manner.
Figure 1 shows an outline of the private face recognition protocol; the gray area
denotes operations that need to be performed on encrypted values.
Projection. As a ﬁrst step, the input image Γ has to be projected onto the
low dimensional face space spanned by the eigenfaces u1 , . . . , uK . This can be
performed by computing the scalar product of
⎞
⎛
Γ1 − Ψ1
⎟
⎜
..
Φ=Γ −Ψ =⎝
⎠
.
ΓN − ΨN
and each eigenface vector ui to obtain
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Fig. 1. Privacy-Preserving Face Recognition

ω̄i = Φ1 · ui1 + . . . + ΦN · uiN
for each i ∈ {1, . . . , K}.
These operations have to be performed in the encrypted domain by Bob, who
receives the encrypted face image [Γ ] from Alice. As Bob knows the vector Ψ
in plain, he can easily compute −Ψ = (−1) · Ψ and then encrypt each of its
components. These encryptions can be pairwise multiplied with the encrypted
components of [Γ ] in order to perform the componentwise subtraction of the
vectors Γ and Ψ . Thus Bob computes
⎞
⎛
[Γ1 ] · [−Ψ1 ]
⎟
⎜
..
[Φ] = [Γ − Ψ ] = ⎝
⎠.
.
[ΓN ] · [−ΨN ]
Subsequently Bob performs the projection
[ω̄i ] = [Φ1 · ui1 + . . . + ΦN · uiN ] = [Φ1 ]ui1 · . . . · [ΦN ]uiN
for each i ∈ {1, . . . , K}. This is done as follows. As Bob knows the vector ui
in plain, he can perform the required multiplications using the homomorphic
property. For example, in order to multiply the ﬁrst components of both vectors
Bob has to compute [Φ1 ]ui1 . To obtain the sum of all these products he just
multiplies the encryptions with each other. Doing this for all 1 ≤ i ≤ K, Bob
obtains an encrypted feature vector description of the face image as [Ω̄] :=
([ω̄1 ], . . . , [ω̄K ])T . Note that every computation in the projection operation can
be performed by Bob without interacting with Alice.
Calculating distances. After having obtained the encrypted feature vector [Ω̄],
encryptions of the distances D1 , . . . , DM between Ω̄ and all feature vectors Ω ∈
{Ω1 , . . . , ΩM } from the database have to be computed. Since in the remainder
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of the protocol we are only concerned with the relative order of the obtained
distances, it suﬃces to compute the square of the Euclidean distance,
D(Ω, Ω̄) = Ω − Ω̄2 = (ω1 − ω̄1 )2 + . . . + (ωK − ω̄K )2
K

K

K

ωi2 +

=
i=1

S1

ω̄i2 .

(−2ωi ω̄i ) +
i=1

(1)

i=1
S2

S3

Again, we need to evaluate this equation in the encrypted domain: Bob knows
the encryption [Ω̄] and needs to compute the encrypted distance [D(Ω, Ω̄)], while
he knows the feature vector Ω in the clear. To compute [D(Ω, Ω̄)] it suﬃces to
compute encryptions of the three sums S1 , S2 and S3 , as by the homomorphic
property and Eq. (1),
[D(Ω, Ω̄)] = [S1 ] · [S2 ] · [S3 ].
The term S1 is the sum over the components of Ω known in the clear. Thus, Bob
can compute S1 directly and encrypt it to obtain [S1 ]. S2 consists of the products
ωi ω̄i , where Bob knows ωi in the clear and has [ω̄i ] in encrypted form. In a ﬁrst
step the values ωi can be multiplied with −2. The term [(−2ωi )ω̄i ] can be computed by raising [ω̄i ] to the power of (−2ωi ), using the homomorphic property.
K
To obtain an encryption of S2 , Bob ﬁnally computes [S2 ] = j=1 [(−2ωi )ω̄i ].
Thus, the value [S2 ] can again be computed by Bob without interacting with
Alice. The term S3 consists of the squares of the encrypted values [ω̄i ]. Unfortunately, Bob cannot perform the required multiplication without help from Alice.
Thus, Bob additively blinds the value ω̄i with an uniformly random element ri
from the plaintext space to obtain [xi ] = [ω̄i + ri ] = [ω̄i ] · [ri ]. Note that for
every component ω̄i of the vector Ω̄ a fresh random value must be generated.
Finally, he sends the elements [xi ] to Alice who decrypts. Alice can now compute the values x2i in plain as the square of the plaintext xi and compute the
K
value S3 = j=1 x2i . She encrypts this value and sends [S3 ] back to Bob, who
computes
K

[S3 ] = [S3 ] ·
([ω̄i ](−2ri ) · [−ri2 ]),
j=1

which yields the desired result because
[x2i ] · [ω̄i ](−2ri ) · [−ri2 ] = [(ω̄i + ri )2 − 2ri ω̄i − ri2 ] = [ω̄i2 ].
Note that this interactive protocol to compute the value [S3 ] needs to be run
only once. The value [S3 ] depends only on the encrypted feature vector [Ω̄] and
can be used for computation of all distances [D1 ], . . . , [DM ]. Note further that
due to the blinding factors, Alice does not learn the values ω̄i .
Match finding. In the last step of the recognition algorithm, the feature vector
from the database that is closest to Ω̄ must be found. This distance is ﬁnally
compared to a threshold value T ; if the distance is smaller, a match is reported
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and an encryption of the identity Id which corresponds to the best matching
feature vector is returned to Alice.
As a result of the last step we obtained encrypted distances [D1 ], . . . , [DM ],
where Di denotes the distance between Ω̄ and the i-th feature vector Ωi ∈
{Ω1 , . . . , ΩM } from the database. To ﬁnd the minimum we employ a straightforward recursive procedure: in the ﬁrst step, we compare the k =  M
2  encrypted
distances [D2i+1 ] and [D2i+2 ] for 0 ≤ i ≤ k − 1 with each other, by using a
cryptographic protocol that compares two encrypted values; a re-randomized
encryption of the smaller distance is retained (re-randomization is necessary to
prevent Bob from determining the outcome of the comparison by inspecting the
encryptions left. In a second
ciphertexts). After this step, there will be  M
2
run we repeat this procedure for the remaining encryptions, and so forth. After
log2 (M ) iterations there will only be one encryption left, the minimum.
As we need to return the identity of the best matching feature vector, we also
have to keep track of the IDs during the minimum computation. This is done
by working with pairs ([Di ], [Id i ]) of distances and their corresponding identities, where the recursive minimum ﬁnding algorithm is applied to the distances
only, but re-randomized encryptions of both the smaller distance and its identity are retained for the next round. An eﬃcient implementation of the required
comparison protocol is described in Section 5.
To check if the minimum distance is smaller than a threshold T , we can treat
the value T as one additional distance that has the special identity 0. Together
with the distances D1 , . . . , DM we run the algorithm to ﬁnd the minimum as
described above. After log2 (M + 1) iterations, Bob receives the minimum distance and the corresponding identity ([D], [Id ]), where D ∈ {T, D1 , . . . , DM } and
Id ∈ {0, Id 1 , . . . , Id M }. Thus, if a face image could be recognized the value Id
contains the corresponding identity. If no match could be found Id is equal to 0.
The value [Id ] is ﬁnally sent to Alice as the result of the private face recognition
protocol.
Note that there is an easy way to modify the protocol to make it terminate
only with a binary output: rather than using actual IDs, Bob may assign a second
special identity, the integer 1, to all images. In this case Alice will either receive
a 1 or a 0, with the former indicating that a match was found.

5

Comparison Protocol

The only missing block is a protocol for selecting the minimum of two encrypted
-bit values [a] and [b] along with the encrypted ID of the minimum. (Note that
the bit-length  can be determined by knowing the bit-length of the input data
and the scale factor S used to quantize eigenfaces).
At the core of our protocol is a comparison protocol due to Damgård, Geisler
and Krøigaard [8,9]. Their setting diﬀers from ours as follows: one input is public
while the other is held (bitwise) in encrypted form by one party; moreover the
output is public. They note several variations, but in order to provide a solution for the present setting some tweaking is needed. This section presents the
protocol in a top-down fashion.
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A High-Level View of the Protocol

Initially Bob, who has access to both [a] and [b], computes
[z] = [2 + a − b] = [2 ] · [a] · [b]−1 .
As 0 ≤ a, b < 2 , z is a positive (+1)-bit value. Moreover, z , the most signiﬁcant
bit of z, is exactly the answer we are looking for:
z = 0 ⇔ a < b.
If Bob had an encryption of z mod 2 , the result would be immediate: z could
be computed as
z = 2− · (z − (z mod 2 )).
Correctness is easily veriﬁed; the subtraction sets the least signiﬁcant bits to
zero, while the multiplication shifts the interesting bit down. As only z and
z mod 2 are encrypted, this is a linear combination in the encrypted domain,
which can be computed by Bob.
Once Bob has an encryption of the outcome [z ] = [a < b], an encryption of
the minimum m, is easily obtained using arithmetic, as m = (a < b) · (a − b) + b.
The multiplication requires assistance of Alice, but is easily performed through
a (short) interactive protocol. Determining an encryption of the ID is analogous,
(a < b) · (Id a − Id b ) + Id b . Thus, it remains to describe how Bob obtains the
encryption of z mod 2 .
5.2

Computing [z mod 2 ]

The value z is available to Bob only in encrypted form, so the modulo reduction
cannot easily be performed. The solution is to engage in a protocol with Alice,
transforming the problem back to a comparison.
First, Bob generates a uniformly random (κ +  + 1)-bit value r, where κ is
a security parameter, say 100, and κ +  + 1  log2 (n). This will be used to
additively blind z,
[d] = [z + r] = [z] · [r];
[d] is then re-randomized and sent to Alice who decrypts it and reduces d modulo
2 . The obtained value is then encrypted, and returned to Bob.
Due to the restriction on the bit-length of r, Bob can now almost compute
the desired encryption [z mod 2 ]. The masking can be viewed as occurring over
the integers, thus we have d ≡ z + r mod 2 and

 
 

z mod 2 = d mod 2 − r mod 2 mod 2 .
Alice has just provided [d mod 2 ] and r is known to Bob. Thus, he can compute
[z̃] = [(d mod 2 ) − (r mod 2 )] = [d mod 2 ] · [(r mod 2 )]−1 .
Had the secure subtraction occurred modulo 2 , z̃ would be the right result;
however, it occurs modulo n. Note, though, that if d mod 2 ≥ r mod 2 , z̃ is the
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right result. On the other hand, if r mod 2 is larger, an underﬂow has occurred;
adding 2 in this case gives the right result. So, if Bob had an encryption [λ] of a
binary value indicating whether r mod 2 > d mod 2 , he could simply compute


[z mod 2 ] = [z̃ + λ2 ] = [z̃] · [λ]2 ,
which adds 2 exactly when r mod 2 is the larger value. This leaves us with
a variant of Yao’s millionaires problem: Bob must obtain an encryption [λ] of
a binary value containing the result of the comparison of two private inputs:
dˆ = d mod 2 held by Alice and r̂ = r mod 2 held by Bob.
5.3

Comparing Private Inputs

The problem of comparing private inputs dˆ and r̂ is a fundamental one, which
has been studied intensively (see e.g. [38,28,14,3,4,15,8]). For eﬃciency reasons,
we solve this problem using a diﬀerent homomorphic encryption scheme, namely
the one proposed by Damgård et al. [8,9], which has a very small plaintext space
Zu for some prime u. This allows very eﬃcient multiplicative masking; in contrast
to the Paillier scheme, the exponents are small.
Though the basic setting of Damgård et al. considers one public and one secret
value, they note how to construct a solution for private inputs. They also note
how to obtain a secret output. However, they obtain this output as an additive
secret sharing, while in our setting Bob must receive a Paillier encryption [λ]
at the end of the protocol. Naturally Alice must not see this encryption as she
knows the secret key.
We assume that Alice has run the DGK key-generation algorithm and has sent
the public key to Bob. This key pair can be re-used whenever the comparison
protocol will be run. Inertially, Alice sends Bob encryptions of the bits of her
input, [[dˆ−1 ]], . . . , [[dˆ0 ]]. Bob then chooses s ∈R {1, −1} and computes
−1

[[ci ]] = [[dˆi − r̂i + s + 3
j=i+1

⎛
wj ]] = [[dˆi ]] · [[ − r̂i ]] · [[s]] · ⎝

−1


⎞3
[[wj ]]⎠ ,

(2)

j=i+1

where [[wj ]] = [[dˆj ⊕ r̂j ]], which he can compute as Bob knows r̂j . For technical
reasons (to avoid the case dˆ = r̂), we append diﬀering bits to both dˆ and r̂, i.e.,
we compare the values 2dˆ + 1 and 2r̂ instead.
Equation (2) diﬀers from the one proposed by Damgård et al. in order to
eﬃciently hide the output, but the core idea remains. Consider the case of s = 1;
if dˆ is larger, then all ci will be non-zero. (The modulus u is chosen such that there
is no overﬂow.) However, if r̂ is larger, then exactly one ci will equal zero, the
one at the most signiﬁcant diﬀering bit-position. Both claims are easily veriﬁed.
For s = −1 we have exactly the same situation, except that the zero occurs if dˆ
is larger. The factor of 3 ensures that the values are non-zero once even a single
wj is set.
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Bob now multiplicatively masks the [[ci ]] with a uniformly random ri ∈ Z∗u
r

[[ei ]] = [[ci · ri ]] = [[ci ]] i ,
re-randomizes and permutes the encryptions [[ei ]] and sends them to Alice. Note
that ei is uniformly random in Z∗u except when ci = 0, in which case ei also
equals zero, i.e. the existence of a zero is preserved.
Alice now decrypts all ei and checks whether one of them is zero. She then
encrypts a bit λ̃, stating if this is the case. At this point she switches back to
Paillier encryptions, i.e. Alice sends [λ̃] to Bob. Given the knowledge of s, Bob
can compute the desired encryption [λ]: while [λ̃] only states whether there was
a zero among the values decrypted by Alice, s explains how to interpret the
result, i.e. whether the occurrence of a zero means that r̂ > dˆ or dˆ ≥ r̂. In the
former case, Bob negates the result [λ̃] under encryption, otherwise he directly
takes [λ̃] as output [λ].

6

Implementation

The privacy-preserving face recognition system, as described in this paper, has
been implemented in C++ using the GNU GMP library version 4.2.4, in order to
determine its performance and reliability. Tests were performed on a computer
with a 2.4 GHz AMD Opteron dual-core processor and 4GB of RAM running
Linux. Both sender and receiver were modeled as diﬀerent threads of one program, which pass messages to each other; thus, the reported performance data
does not include network latency.
For testing purposes, we used the “ORL Database of Faces” from AT&T
Laboratories Cambridge [1], which is widely used for experiments and contains
10 images of 40 distinct subjects, thus 400 images in total. All images in this
database have a dark background with the subject in upright, frontal position.
The size of each image is 92 × 112 pixels with 256 grey levels per pixel (thus
N = 92 · 112 = 10304). We use 5-fold cross validation for the experiments
such that for each subject we use 8 images in the enrollment phase and 2 images for testing (thus, the database consists of 320 feature vectors). The security parameter k for both Paillier- and DGK-cryptosystem was set to 1024 bits
(see Section 2 for details). Furthermore we set  = 50 (see Section 5 for details).
Reliability. During reliability testing, we assured that our privacy-preserving
implementation of the Eigenface algorithm does not degrade the reliability when
compared to a standard implementation which achieves approximately 96% correct classiﬁcation rate. Reliability losses may occur due to the use of scaled and
quantized feature vectors and eigenfaces. This scale factor has both an inﬂuence
on the accuracy of the result and the performance of the scheme. Figure 2 shows
the detection rates of the implementation for diﬀerent scale factors, plotted on a
logarithmic scale. It can be seen that scale factors below the value 1000 signiﬁcantly degrade detection performance, while scale factors larger than 1000 do not
improve the results. Hence, it suﬃces to set S = 1000 to achieve the same reliability as a reference implementation operating on ﬂoating point values. Another
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parameter that inﬂuences both the detection rate and the performance is the
number K. Turk and Pentland [34] advised to set K = 10; experiments with our
implementation demonstrate that values of K > 12 do not yield a signiﬁcant
gain in the detection rate; thus we set K = 12 in subsequent tests.
Computational complexity. We measure the computational complexity of the
full recognition protocol, thus the eﬀorts of both Alice and Bob. Table 1 depicts
the average runtime of a single query (wall clock time) with respect to the size of
the database M (second column) in seconds. Thus, matching an image against a
database of size 320 takes roughly 40 seconds; this time includes all steps of the
protocol of Section 4: computing the encrypted face image by Alice, projecting
it into the face space, computing distances and selecting the minimum.
One can note that a major part of the computation eﬀorts comes from computing encryptions, since they require one rather complex modular exponentiation.
The time required to run the protocol can be largely reduced if these computationally expensive operations, which do not depend on the input image of Alice,
can be computed in advance, during idle times of a processor or on a separate
processor dedicated to this task. With this optimization in place, computing one
encryption requires only two modular multiplications. The third column of Table 1 shows the execution time of the recognition algorithm under the assumption
that all randomization factors rn (Paillier) and hr (DGK) can be pre-computed
for free during idle times. In this case, matching an image against 320 feature
vectors takes only 18 seconds; furthermore, the computations performed by Alice become much more lightweight, as nearly all of Alice’s eﬀorts is spent in
computing encryptions.
In a third test we assume that Alice knows the eigenfaces ui . As noted in
Section 4.1, this might be the case if a (suﬃciently large) public database of
faces can be used to compute the eigenfaces, or if Bob explicitly decides to reveal
these values to Alice. In this case Alice performs the projection and distance
computation steps and sends an encrypted feature vector to Bob. The results
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of this experiment are depicted in the fourth column of Table 1. Observe that
compared to a standard query (second column) only a small constant factor can
be saved.
Communication complexity. The communication complexity highly depends
on the size of Paillier and DGK encryptions; in our implementation, the size of
a Paillier ciphertext is 2048 bits, whereas a DGK encryption requires only 1024
bits. Sending the encrypted image and performing the distance computations
requires communication eﬀorts independent of M ; in particular, this part of the
protocol requires transmission of N + K + 1 Paillier encrypted values (roughly
2580 kilobytes). The rest of the communication is linear in M : more precisely, the
minimum searching step requires transmission of 6M Pailler and M (2+1) DGK
encryptions, which in our setting amounts to roughly 14.5 kilobytes per feature
vector in the database. Table 2 shows the average amount of data in kilobytes
transmitted in one run of the privacy-preserving face recognition protocol for
several database sizes M (second column) and the communication complexity
in case that a public basis of Eigenfaces can be used (third column). The overall
communication complexity for matching an image against 320 feature vectors is
thus approximately 7.25 MB.
Table 1. Computational complexity (sec.) Table 2. Communication Complexity(kB)
M Query
10
50
100
150
200
250
300
320

24
26
29
31.6
34.2
36.6
39.6
40

With prePublic
computations Eigenfaces
8.5
10
11.5
13
14.5
16
17.5
18

1.6
3.4
6
8.6
11.4
14.4
18
18.2

M Full Query
10
50
100
150
200
250
300
320

2725
3310
4038
4765
5497
6228
6959
7249

Public
Eigenfaces
149
734
1461
2189
2921
3652
4382
4674

Round complexity. The round complexity of our protocol is very low. Sending
the face image and receiving the result of the protocol takes one round. Another
round is spent for distance computation. As the comparison protocol (see Section 5) runs in three rounds, ﬁnding the minimum of M + 1 values takes at
most 3log2 (M + 1) rounds. Therefore the round complexity of our protocol is
O(log2 (M )).

7

Related Work

The problem considered in this paper is an instance of a secure two-party
problem; thus standard methods of Secure Multiparty Computation [38,7] can
be applied. Basic concepts for secure computations were introduced by Yao [38].
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Subsequently, various approaches to securely evaluating a function have been
developed for diﬀerent function representations, namely combinatorial circuits [17,20], ordered binary decision diagrams [24], branching programs [27,26],
or one-dimensional look-up tables [26]. Nevertheless, these solutions tend to be
impractical due to their high computational complexity for functions as the biometric matching process considered in this paper. Thus, speciﬁc protocols must
be developed.
Recently there has been an increasing interest in the use of SMC for dataintensive problems, like clustering [16,21], ﬁltering [6] or statistical analysis [11]
of sensitive private data. Furthermore, the combination of signal processing with
cryptographic techniques in order to protect privacy is an active area of research [13]; among others, solutions for recognizing speech on encrypted signals [33] or image classiﬁcation and object recognition on encrypted images [37,2]
have been proposed. The latter work describes a solution to a problem that is
complementary to the one discussed in the present paper (and can be used in
conjunction with our solution): locating rectangular regions on an encrypted
image that show human faces.
Some authors have proposed diﬀerent complementary techniques for making
surveillance cameras more privacy friendly, e.g. [32,12,39]. However, they do not
consider face recognition. These approaches use methods from signal processing
and pattern recognition to wipe out sensitive regions of a surveillance video
automatically, based on access permissions of the surveillance personnel.
There were a few attempts to make other biometric modalities privacypreserving, most notably ﬁngerprints and iris codes [36,30,23]. However, these
works consider a diﬀerent setting, where the biometric measurement is matched
against a hashed template stored on a server. The server that performs the
matching gets to know both the biometric and the detection result (the aim is
only to secure storage of templates). In contrast, our scenario even allows to hide
this information. There are only a few works that apply cryptographic secure
multiparty computation to the problem of securing iris codes and ﬁngerprint
templates (most notably [22,31]); to the best of our knowledge there is no prior
solution to the much more data-intensive problem of securing face biometrics.

8

Conclusions and Future Work

In this paper we have presented for the ﬁrst time strong cryptographic PrivacyEnhancing Technologies for biometric face recognition systems. In particular, we
provided an eﬃcient protocol that allows to match an encrypted image showing a
face against a database of facial templates in such a way that the biometric itself
and the detection result is hidden from the server that performs the matching.
Through extensive tests, we showed that our privacy-preserving algorithm is as
reliable as a reference implementation in the clear, and that the execution of the
protocol is feasible on current hardware platforms.
In this paper we used Eigenfaces, which provides a detection rate of about
96%, as core face recognition algorithm. Biometric algorithms that achieve better
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detection rates are known in the literature; however, these schemes are much
more complex and thus more diﬃcult to implement on encrypted images. We
leave this, as well as further optimizations, as future work.
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A

Security (Sketch)

In this appendix we sketch why the face recognition protocol is privacy preserving. For semi-honest Alice and Bob, neither learns anything on the other’s
input—the database and the image—except the database size and what can be
inferred from the output. As the parties are honest-but-curious, it suﬃces to
demonstrate that no information is leaked by the messages seen.
Comparison protocol. The comparison protocol allows Bob to obtain a new
encryption of the minimum of two encryptions he already possesses. On the intuitive level, security towards Bob is simple. All messages received are encrypted
under Alice’s public keys, and Bob cannot learn anything from these without
breaking the semantic security of one of those schemes.
Alice on the other hand has access to the secret key. It must therefore be
argued that no information is learned from the contents of the encryptions sent.
But this is the case, as Alice only receives values that Bob has masked: this
includes the messages sent for the secure selection of the minimal and ID, as
well as [d] = [z + r], which is statistically indistinguishable from a uniformly
random (κ +  + 1)-bit value.
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Treatment of the permuted [[ei ]] of Section 5.3 is only slightly more diﬃcult.
Alice either sees a list of uniformly random non-zero values, or an equivalent
list, where one entry is replaced by a zero. A list of random values provides
no information. Similarly, the zero does not cause any problems: Its position
is random due to the permutation, and its existence also reveals nothing as it
occurs with probability 1/2; s can be viewed as a one-time-pad for the outcome.
Thus, neither Alice nor Bob learn anything from the comparison protocol.
Complete Recognition Protocol. The proof of security of the full protocol
is similar to that of the comparison. In addition to the comparisons, interaction is only needed to compute the distances D1 , . . . , DM . As above, the values
x1 , . . . , xK that Alice receives are masked, in this case they are uniformly random over the whole plaintext space. Bob again receives only semantically secure
encryptions, so he also learns nothing. This is also true when he receives Alice’s
input.
Based on the above intuition, a formal simulator proof is easily constructed.
Given one party’s input and the output, simulation of the other party is easy:
Alice must be handed encryptions of random values, while Bob can be handed
encryptions of 0, which are indistinguishable due to the semantic security.
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